
The Delta HMI DOP-300 Series complies with FDA 21 CFR Part 11 and is designed 
to ensure data accuracy, integrity, and traceability. With the FDA 21 CFR Part 
11 compliance, the DOP-300 is an ideal solution for machines in the medical, 
pharmaceutical, and food & beverages industries
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FDA 21 CFR Part 11 is a regulation issued by the U.S. Food and Drug 
Administration (FDA). Its core values are enhancing compliance, 
security, data integrity, and operational efficiency. It enables companies 
to meet regulatory requirements while increasing automation in 
production and management processes, ultimately strengthening market 
competitiveness.

To comply with 21 CFR, the DOP-300 Series primarily
addresses the following aspects

※Please refer to the DOP-300 Series User Manual for more detailed setup  and product information.

System Security
Ensures the systems have appropriate security controls, such as 
user authentication and access control, to protect records from 
unauthorized access or alteration.

Compliance with Electronic Records
Ensures that electronic records are generated, stored, and 
managed in a manner that maintains the integrity and reliability 
of the records. 

Electronic Signatures 
(Secure Account Management) 
The system administrator has settings access to create new 
accounts, lockout users, and de-authorize them, but no one has 
access to user passwords. Changes can be logged while the 
runtime is not operating. 
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FDA 21 CFR Compliant Functions

Account Management

1 Security password
The password length should be at 
least 8 digits

2 Complex passwords
At least one uppercase and
lowercase letter, number, and symbol

3 Unique user account
Unique account to ensure data security

4 Limitation of password attempts
Set the number of consecutive failed 
password entries before the account 
is disabled

5 Password duration
The expiration date of the user 
account can be pre-set, and the 
system deletes it after expiration

6 Block / unblock
Specific user accounts can be 
blocked but still exist in the system
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FDA 21 CFR Compliant Functions

Operation
7 User actions are recorded with timestamps to create an audit trail

The record includes the following information:
 • User creation 
 • User login / logout
 • User block / unblock by administrator

Data Backup
8 The DOP-300 Series supports the following protocols for data sharing with 

SCADA, MES, and ERP systems: FTP, USB/SD, and OPC UA

Path: 【DIAScreen】→【Configuration】→【Network Setting】 →【FTP】

 • Login attempt
 • Old / new value after data change 
 • Timestamp 

Time
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Path: 【DIAScreen】→【IIoT】→【OPC UA Server】 

Path: 【DIAScreen】→【Communication】→【OPC UA Client】 

Path: 【DIAScreen】→【Configuration】→【Main】 →【Non-volatile】
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FDA 21 CFR Compliant Functions

Electronic Records
9 Historical data, alarms, and operation log reports

The DOP-300 Series generates historical data / operation logs, and sends alarms

10 The storage space will vary based on report generation or the percentage of 
memory used
When there's too little memory left, the pop-up window is displayed.  
The DOP-300 Series storage space can be set through the Configuration tab

History Buffer

Alarm

Operation Log
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Report Merge & Printing
11 Batch report

The DOP-300 Series consolidates historical data, recipe, alarms, and operation 
logs into a PDF report

12 Data print-out
Supports 16 printer drivers of different brands
(Honeywell, HP, EPSON, ZEBRA, GoDEX, Micro Printer, PDF Writer, and more)

Ordering Information
Product Dimensiions CPU RAM ROM Ethernet

Port
Serial
Port DIACloud Model Certificates

HMI
DOP-300

7 inches Dual Core 
1.2 GHz 512 MB 512 MB 2 3 Built-in DOP-3S07S3E2 CE, UL10.1 inches DOP-3S10S3E2

1. To ensure usage rights, please activate and use it within two years after shipment from Delta, and it will be valid within one 
year after activation.

2. For more details, please refer to DOP-300 catalog.
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